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There is rapid development and change in the field of computer science 
today. These affect all areas of life. Emerging topics in computer science are 
covered in this book.

In the first chapter, there is a log data analysis case study that aims to 
understand Hadoop and MapReduce by example. In the second chapter, 
encrypted communication has been tried to be provided on IoT devices 
performing edge computing. In this way, it is aimed to make communication 
secure. Arduino is used as an IoT device. In the encryption process, AES 
encryption is used with 128-bit and 256-bit key lengths. The third chapter 
presents a more secure connection between the NodemCU and Blynk, using 
the AES algorithm. it is aimed to prevent a vulnerability in the connection of 
Google Home devices with IoT during the Blynk IoT connection phase. The 
next chapter presents a methodological tool based on an evaluation 
framework for integration of digital games into education (MEDGE), 
expanded by adding additional information from the students, MEDGE+. 
The fifth and last chapter proposes a disaster management system utilising 
machine learning called DT-DMS that is used to support decision-making 
mechanisms.
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FOREWORD 

There is rapid development and change in the field of computer 

science today. These affect all areas of life. Emerging topics in 

computer science are covered in this book. 

In the first chapter, there is a log data analysis case study that aims 

to understand Hadoop and MapReduce by example. In the second 

chapter, encrypted communication has been tried to be provided on 

IoT devices performing edge computing. In this way, it is aimed to 

make communication secure. Arduino is used as an IoT device. In 

the encryption process, AES encryption is used with 128-bit and 

256-bit key lengths. The third chapter presents a more secure 

connection between the NodemCU and Blynk, using the AES 

algorithm. it is aimed to prevent a vulnerability in the connection of 

Google Home devices with IoT during the Blynk IoT connection 

phase. The next chapter presents a methodological tool based on 

an evaluation framework for integration of digital games into 

education (MEDGE), expanded by adding additional information 

from the students, MEDGE+. The fifth and last chapter proposes a 

disaster management system utilising machine learning called DT-

DMS that is used to support decision-making mechanisms. 

Dr. Muhammet DAMAR 
Editor 

Dr. Ömer AYDIN 
Editor 
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INTRODUCTION 

The term “Big Data” is gaining more popularity every day. The first 
thing we should know about it is that it does not have a commonly held 
definition. Basically, as one can understand from its name, Big Data means a 
big amount of data. Sethy, R. [1] in his article defines "Big Data describes any 
massive volume of structured, semi-structured and unstructured data that are 
difficult to process using a traditional database system." 

Researches show that data volumes are doubling every year. Although 
there is not a specific reason behind this rapid growth rate, the new data 
sources, contribute to that growth highly. Smartphones, tablet computers, 
sensors, and all other devices that can be connected to the internet generate a 
vast amount of data. Enterprises improve their technological infrastructures 
and adopt more powerful platforms, which play an important role in the 
growth rate of the data that is generated [2]. 

HADOOP 

Hadoop is a collection of open-source utilities which allows the use of 
network to deal with the problems which include big amounts of data. Hadoop 
provides framework for distributed storage and framework for processing big 
data with MapReduce programing model. The core of Apache Hadoop 
framework contains the following parts: 

• Hadoop Common

• Hadoop Distributed File System (HDFS)

• Hadoop YARN

• Hadoop MapReduce

Hadoop common represent libraries and utilities which are needed by 
other Hadoop parts in order to operate. Hadoop distributed File System 
(HDSF) is a distributed file-system that stores data on commodity hardware, 
allowing very high bandwidth across the cluster. Hadoop YARN is a platform 
responsible for managing computing resources in clusters and uses them for 
scheduling users' applications. Lastly, Hadoop MapReduce is a programing 
model for big data processing in the cluster. 
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Java is a programming language that is mostly used for writing 
MapReduce programs but Hadoop allows the use of any programming 
language to write MapReduce programs. 

To exploit the parallel processing that Hadoop gives, we have to express 
our query as a MapReduce job. After some local, little scope testing, we can 
have the option to run it on a cluster of machines. 

The Hadoop structure is demonstrated in Figure 1. 

 
Fig 1. Hadoop Structure 

Hadoop Distributed File System (HDFS) 

Hadoop Distributed File system is one of the most reliable storage 
systems designed to store a smaller number of large files rather than a greater 
number of small files. Among many of the features HDFS provides, the fault-
tolerant storage layer can be mentioned as one of the most important features. 

Replication of data in the Hadoop file system helps the user to attain 
this feature. Even in situations where hardware failure happens, the data 
reliability is still high [3]. 

Apache Yarn, introduced in Hadoop 2.x, is the resource management 
layer of Hadoop, which is also used for job scheduling and data operating 
system. It allows different data processing engines to run and process data 
stored in HDFS. Some of these processing engines are graph processing, 
interactive processing, stream processing, and batch processing. Data 
processing platform Yarn has the functionality named MapReduce, which 
empowers Hadoop by allowing processing numerous different frameworks on 
the same hardware where Hadoop is deployed [4]. 
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HDFS was developed using distributed file system design and is 
designed using low-cost hardware. It is more fault- tolerant than other 
distributed systems. HDFS is capable of holding larger amounts of data 
providing easy access and parallel processing. In HDFS files are stored across 
multiple machines in order to prevent possible data losses in case of system 
failure [3]. Features of HDFS are: distributed storage and processing, 
command interface, checking the status of clusters, streaming access to the 
file system, file permission, and authentication. 

• Distributed storage and processing

• Command interface to interact with HDFS

• Checking the status of cluster easily

• Streaming access to file system data

• File permissions and authentication

HDFS Architecture 

HDFS follows the master-slave architecture. It has elements such as 
namenode, datanode, and blocks, where the built-in servers of the first two 
elements enable users to easily check the status of the cluster. Similarly, they 
are commodity hardware [point]. In Figure 2 the architecture of the Hadoop 
file system is demonstrated. 

Fig 2. Architecture of a Hadoop File System 

• Namenode

The namenode, containing GNU/Linux operating system and the 
namenode software, can act as the master server running on commodity 
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hardware. Renaming and opening/closing files/directories are executed in this 
element. It also manages the file system and regulates clients’ access to files. 

• Datanode

Similar to namenode, the datanode too, contains the GNU/Linux 
operating system and datanode software. For every node in a cluster, there 
exists a datanode, which is able to manage the data storage of the system. 
Depending on the instructions of the namenode, datanode performs block 
creation, block deletion, and block replication. It also performs read/write 
operations on the file system when requested by a client. 

• Block

. Usually, the user data are stored in files such that a file in a file system 
is divided into segments and then are stored in individual data nodes. Those 
file segments are called blocks. A block is the minimum amount of data that 
HDFS can read/write. The block size can be increased if needed but the normal 
size is 64MB. 

Apache Hadoop Yarn 

To create a split between Resource Manager (RM) and Application 
Master (AM), YARN separates the functions of resource management and job 
scheduling into separate daemons. An application can be an individual job or 
a DAG of jobs. 

• ResourceManager (RM)

Resource Manager (RM) together with the Node Manager (NM) 
comprise the data-computation framework. The RM adjudicates the resources 
in the system and NM is responsible for containers and monitoring resource 
usage. In other words, RM is the ultimate authority and NM is the framework 
agent. RM has two main components known as Scheduler and Application 
Manager. 

• Scheduler

Scheduler controls the allocation of resources to the several running 
applications. It performs the scheduling function depending on the resource 
requirements of applications, but it does not take any responsibility for 
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performing monitoring, tracking the status of applications or application or 
hardware failures. 

• ApplicationsManager

Applications Manager: responsible for restarting the AM container in 
case of a failure. It also accepts job submissions. 

• ApplicationMaster (AM)

The AM is responsible for requesting resources from the RM and then 
executing and monitoring the tasks. It works together with NM when 
executing the tasks. 

The main idea behind using YARN on Hadoop is the notion of resource 
reservation via the Reservation System. The Reservation System tracks the 
resources, performs admission control for reservations, and reserves resources 
to ensure the execution of important jobs [4]. 

YARN supports the notion of Federation via the YARN Federation 
feature. The idea behind this is to scale Yarn up to very large amounts of nodes 
by wiring YARN clusters and sub-clusters. The Federation feature makes this 
transparent wiring of clusters appear as a single big cluster [5]. 

THE ROLE OF MAPREDUCE IN HANDLING BIG DATA 

Big Data means "big power" when handled efficiently. Itcan give new 
aspects to the enterprises, like which strategy will increase the profitability, 
which customers buy which products, the current situation of the company 
versus the situation of the competitors, and so on. 

As the data comes from different sources and different structures it is 
important to categorize it with respect to some characteristics of the data. The 
most important and the most known characteristics of Big Data are known as 
the "3Vs of Big Data" where the Vs stands  for volume, variety, and velocity. 
Volume refers to the amount of data, variety refers to the type of data, i.e. text, 
image, video, etc. and velocity refers to the speed at which the data comes 
from different sources [6]. 

Big Data comes with its own set of problems that need to be resolved. 
Processing power, storage, data issues, and cost are the most important 
problems. The old techniques for working with or analyzing information are 
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not enough to deal with Big Data. Therefore, new technologies are needed and 
this is where MapReduce comes into the picture [2]. 

MapReduce 

MapReduce is a programming model that is used for accessing and 
processing big data stored in HDFS. Programs written in MapReduce are 
executed on a distributed system where big data is split into smaller chunks of 
data and are executed in parallel [7]. MapReduce has two functionalities, Map 
() and Reduce (). This model has been used in Google's search index, machine 
learning, and statistical analysis [8]. Implementation of MapReduce is highly 
scalable and easy to use. The run-time system allows programmers with no 
prior knowledge or experience with parallel processing to utilize the resources 
of distributed systems easily, by handling details like partitioning the inputs, 
scheduling the program's execution, handling failures, and managing inter-
machine communication [7, 9]. 

Although it is impossible to prevent failures, the objective is to 
minimize the probability of failure to a level that will not harm the overall 
process. Two methods that would help to increase the "fault tolerance" in Big 
Data are the following [6]: 

• First divide the whole computation into smaller tasks and then assign 
each task to a different node. 

• Assign a node to observe if the other nodes are working properly. In 
case a node fails to complete its task, the  task is restarted. But this 
may cause a complication in the process if some tasks are recursive. 

MapReduce is one of the core building blocks of processing in the 
Hadoop framework. Hadoop uses the MapReduce algorithm to run the 
applications in parallel. It provides the necessary solution to keep the process 
going since it can survive failures without losing data. In 2004 Google 
published about MapReduce technology [7]. MapReduce comprises of two 
distinct tasks: Map and Reduce. Mapping is the first phase and Reducing 
happens after the Mapping phase is completed. In Map phase data is processed 
and key-value pairs are produced. This is known as the map job. Then the 
produced key-value pairs are fed into the Reducer. After collecting all the key-
value pairs from all of the map jobs the Reducer groups the pairs into a smaller 
set of key-value pairs, producing the final output [7, 8]. 
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Fig 3. How does MapReduce work? 

Algorithm of MapReduce 

MapReduce program has three stages of executing: map, shuffle, and 
reduce. 

• Map stage: at this stage, the map job processes the input data which
is in the form of a file or directory. As an output of the map job
several small chunks of data are produced.

• Shuffle stage: at this stage, the output of the map stage is accepted
and the relevant records are consolidated.

• Reduce stage: reduce stage acts together with the shuffle stage. The
reducer processes the data that comes from the map stage and
produces a new output which is then stored in the Hadoop file
system.

During the process, a task from Map and Reduce phases are sent to the 
appropriate servers in the cluster. All the data passing details like issuing tasks, 
verifying task completion, copying data between nodes, are managed by the 
MapReduce framework. Because the computing is performed on nodes using 
the data from local disks the network traffic is reduced significantly. After the 
tasks are completed the results are sent back to the Hadoop server [10]. 

MapReduce with Python 

‘mrjob’ is a Python library for MapReduce for writing and running 
Hadoop streaming jobs. It is created by Yelp. When a MapReduce job is 
written using ‘mrjob’, it can be tested locally and run on a Hadoop cluster or 
in the cloud. Using ‘mrjob’ for writing MapReduce applications has many 
advantages. Some of them are: 

• It is a dynamically developing framework.
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• It has extensive documentation. 

• Installing Hadoop is not enforced. Applications written using 
‘mrjob’ can be executed and tested without installing Hadoop. 

• It allows the MapReduce applications to be written in a single class 
rather than writing separate programs for Map and Reduce phases. 

Although it provides a great solution, 'mrjob' has its disadvantages. The 
most important disadvantage is that it does not provide the level of access to 
Hadoop that other APIs provide. This is because it is a simplified library [11]. 

Log Analyzer with Hadoop 

Log analysis is both art and science which aims to make sense out of 
computer-generated records. These records are called log or audit trail records. 
The process of creating these records is known as data logging [12]. Some of 
the most important reasons for performing log analysis are: 

Understanding user behavior 

• System troubleshooting 

• Proper resource allocation 

• Improved business operations 

• Improved security 

Achieve compliance 

Data centers generate thousands of terabytes or petabytes of log files 
every single day. It is very challenging to store and analyze these data not only 
because of its large volume but also because of the different structure of log 
files. Due to not being able to deal with a large volume of log files efficiently, 
conventional database solutions run short for the needs in log analysis. As a 
result of the comparison of SQL DBMS and Hadoop MapReduce in [13], 
Hadoop MapReduce overperforms DBMS in the means of tuning up with the 
task and loading data. As it can be seen from this result, with the 
unprecedented increase in the data generated traditional methods fall short 
with providing a solution for data analysis. This is, exactly, the point where 
the new technologies stepped in [8]. Hadoop MapReduce has a wide area of 
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applications for Big Data analysis [3], [9],[11]. The true power of Hadoop lies 
in its ability to scale up to a great number of computers, where each computer 
has several processor cores, by connecting commodity computers to work in 
parallel. This plays an important role in log analysis as it can benefit thousands 
of nodes which will store multiple blocks of log files. 

In this paper, we propose an idea on how Hadoop can be used to analyze 
web server logs, in our case Nginx access log. Web server access logs are 
generated by the web servers all the time, recording all accesses on the hosted 
web pages. This means that the access logs can be very big. The web access 
log contains information about time, IP addresses, browser type, etc. All of 
this information is important for the system administrators as it provides 
information about system usage, security, and system troubleshooting. 

This idea is proposed for analyzing one kind of logs only, but Hadoop 
can be used in every situation where big log files are generated, such as system 
logs, logs from some business application, etc. 

The real-world usage (practical usage) of this system can be 
implementing it as a base of a larger system used by many users for log 
analyzing. 

Environment Setup 

We have installed Hadoop for demonstrating purpose on two virtual 
machines hosted on Digitalocean. Each virtual machine has 2 cores CPU and 
8GB of RAM memory (installing is explained in details in Installing Hadoop 
section) with installed Ubuntu 16.04. Also, for testing purpose we have 
installed Hadoop on one local virtual machine with 1 core CPU and 7GB of 
RAM memory on hosted hypervisor VMware Workstation Pro 15 using 
Bitnami Hadoop Stack image. In this project the log generated from Python 
Fake Logs script is used [14]. 

Results 

Our aim was to validate the role and importance of Hadoop in meeting 
the challenge of dealing with Big Data, by an analysis of log files in order to 
evaluate the system activities. We benefitted from Hadoop's ability to scale up 
to as many computers as needed. Firstly, log files are broken up into blocks 
with MapReduce class created with mrjob python library (dividing into blocks 
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is explained in section 3.1). Blocks are then distributed over the nodes in a 
Hadoop cluster. With parallel computation, the job is divided into a number 
of tasks, which in return improves the performance. In our log analysis, we 
used Python's 'mrjob' library. 

We use a dummy log file only for testing. Our log file is the Nginx 
access log file. The log file contains information about: 

• visitor's IP address,

• date and time of the access,

• visited page,

• type of request,

• type of the user’s web browser,

• type of the user’s operating system.

In our case, two reports are extracted from the Nginx access file as an 
example. These two reports are only an example of what can be achieved. The 
following charts demonstrate the results of our experiments. In Figure 4 the 
number of visits is shown based on the hours the visitor visited the websites. 
We can see that the number of visits is the highest at 20:00 – 21:00. The 
number of visits is the lowest at 10:00 – 11:00. 

Fig 4. Number of visits by hour 
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The second report analyzes which are the most visited pages. It is 
possible to make many other reports depending on the user's needs. For 
example, the most used browser, most used operating system, detecting 
suspicious behavior, etc. 

In Figure 5 the distribution of the visits is displayed with regard to the 
most visited 10 sites. 

Fig 5. Top 10 most visited sites 

DISCUSSION 

Log data grows very quickly as they are generated at a record rate. 
Processing power, storage, and cost are some of the biggest challenges that 
come with this Big Data. Using conventional methods to deal with such data 
is too costly in terms of both time and money. Hadoop provides frameworks 

for distributed storage and processing for Big Data, which makes it 
possible to use a network for processing and analyzing big amounts of data. 
In this way, companies save time and money when trying to diagnose 
problems, solve issues, or obtain the knowledge they wouldn't be able to 
obtain otherwise. The ability to store as well as distribute large datasets across 
numerous servers in a cost-effective way makes Hadoop very advantageous 
with regard to the traditional relational database management systems. 
Moreover, Hadoop MapReduce processes terabytes of data in minutes and by 
executing tasks in parallel shortens the processing of data by a considerable 
amount. 
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CONCLUSION 

Log analysis is important for businesses and system administrators in 
many aspects, as they give information about malfunctions, defects, security-
related issues, and so on. On the other hand, being generated constantly 
provides a good example of Big Data, therefore a good example of our 
experiments. Our analysis shows that analyzing logs with Hadoop 
MapReduce makes the detection of malfunctions, defects, and so on faster and 
simpler. The results also show that there is not a big difference if we run the 
code in a real cluster or in the test environment. 
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INTRODUCTION 

Edge Computing is an IT system designed to bring applications and 
computing capability as close as possible to the users or "objects" who need 
them. Edge Computing; mobile computing is driven by the reduced cost of 
computer components and the number of networked devices on the Internet of 
Things (IoT). Depending on the application, time-sensitive data in an Edge 
Computing can be processed by a smart device or sent to a medium server in 
a location close to the receiver. Edge computing is the optimization of the 
application's data with end-to-end encryption. That is, cloud computing turns 
it into a more sophisticated computing cloud architecture. Edge Computing is 
expected to play a serious role in the near future, especially in terms of 
information technologies. Edge Computing is referred to as end calculation in 
English. As it is known, the applications we use on smartphones have to 
deliver their existing data to the cloud, which is quite far away. Likewise, data 
is expected to return from this long journey. Edge Computing prevents this 
waste of time. Edge Computing, which can carry its computing power even to 
the extreme parts of the networks, brings serious relief in this sense. it cannot 
replace cloud computing or directly replace it. Edge Computing aims to 
process data from the ends to the cloud. 

Despite all these positive aspects, Edge Computing can pose certain 
risks in terms of security. The fact that the architecture is distributed brings an 
increase in the number of vectors. Some vulnerabilities may also arise in the 
system. When more and more intelligence that an end customer has become 
more vulnerable, malware becomes infiltrations and vulnerabilities. On the 
other hand, licensing can force users to some extent, especially in terms of 
cost. Because each additional function is licensed separately, which naturally 
leads to higher costs. 

Edge Computing brings advantages beyond classical architecture, as it 
optimizes resource usage significantly. First of all, the processors used in the 
related devices provide a relatively low power requirement and provide more 
efficient hardware security. 

Mahadev Satyanarayanan, who is described as the father of Edge 
computing, explained how edge computing was born in his article [1]. 
According to Satyanarayanan, the limited resources of mobile devices have 
created a need for a platform that will perform the calculation process instead 
of these devices and have a more powerful resource. Cloud Computing, which 
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promises much stronger resources (computing, memory and storage 
resources) compared to mobile devices, emerged to solve this problem. 
However, as latency-sensitive and bandwidth-hungry applications developed, 
gathering all computing power in the remote cloud environment started to 
cause problems. The main reason behind this problem is that the application 
packages have to pass through many routers controlled by many Internet 
Service Providers (ISPs) at different layers until they reach the cloud 
environment. Each router through which packets pass manifests itself as an 
increase in the Round Trip Time (RTT) of the packets of delay sensitive 
applications. In addition, the end-to-end delay values of the routes provided 
by routing protocols for packets can change dynamically due to ISPs and 
network problems and situations. In addition to all these, it is predicted that 
billions of IoT devices will connect to the internet and transfer data in the 
future. The fact that billions of devices send data to the cloud environment 
located at a single point in a remote location will inevitably lead to bandwidth 
bottlenecks. For all these reasons, it is clear that remote cloud environments 
cannot be a solution for latency sensitive and bandwidth hungry applications. 
Edge computing was born to solve this problem. Edge computing aims to 
prevent applications from being affected by long RTT times and bandwidth 
bottlenecks by moving cloud resources to the endpoints of networks. 

RELATED WORKS 

Confidentiality should be able to ensure that the data is only available 
to authorized users during the process and that it is not interfered by 
unauthorized people. Privacy is the most important security item in IoT 
because many devices can be integrated into IoT. It should be ensured that 
data received with a measuring device does not provide secure information to 
neighbouring devices. To ensure this privacy, advanced techniques and others, 
including key management mechanisms, should be developed and used [2]. 

It is essential to use wireless data transmission and to encrypt the 
information transferred between the nodes in order to keep it confidential. The 
most appropriate encryption algorithms and adequate key management 
systems are required to secure this data [3]. 

Wireless sensor networks have a large number of trust-based intrusion 
detection systems (IDS) that are used to defend against attacks. However, the 
effectiveness of IDS decreases in IoT due to the large amount of data produced 
in a short time. Meng et al. [4] proposed a Bayesian-based trust management 



20 

method that incorporates traffic sampling into IDS under a hierarchical 
structure [5]. 

James King of Lulea University created an IoT network in his work in 
2015 within the local network. Arduino used it as a gateway and collected and 
encrypted data from different devices and sensors. The encryption algorithm 
used is the Advanced Encryption Standard (AES) with both 128-bit and 256-
bit key length [6].  Mahmudur Rahman, Bogdan Carbunar and Umut Topkara 
from Florida International University collects instant values from devices such 
as stopwatch, heart rhythm tracker and moisture meter used in fitness studies 
and transmits the IoT device to a web server remotely. In this study, FirstBeat 
is used as an encryption algorithm and Arduino Uno device is used as an IoT 
device. It also belongs to the IoT device from the webserver by taking the 
coordinate data, we can track the point we are at via GPS [6]. 

There is a need for special security mechanisms produced for low-
resource devices such as IoT and wireless sensor network devices. It is 
necessary to use random number generators [7-11], authentication protocols 
[12-14] and some encryption algorithms that will be built-in in some of these 
devices. 

PROPOSED WORK 

In this section, we will briefly mention the target in the study. We will 
talk about the hardware materials that will be uses later and the flow of my 
work. 

Figure 1. Encrypted data transfer 
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Our goal in this study is to encrypt data sent from IoT devices. This 
operation is shown in Figure 1. We used two Arduino devices in this study. 
The first one was used as a gateway device, the second one was used to get 
sensor data. DHT11 is used as the sensor to get data from the physical 
environment. 

The data received from the sensor will be encrypted with AES 128 and 
sent to the network gateway. Thus, the data sent by IoT devices will be 
secured. Arduinos are also communicated among themselves. A wired 
connection has been made. 

Figure 2. Workflow 

In Figure 2, the workflow of operations of the two Arduino IoT device can 
be seen. 
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Figure 3. IOT Security Diagram 

Figure 3 shows the relationship between all the necessary material in 
the workflow. Sensor data from Arduino 1 is sent to the laptop and encrypted 
there. And again from Arduino 2 to Arduino 1 (i.e. gateway is sent). Then 
Arduino 1 is decrypted. 

The purpose of encrypting the data is to protect the data from malicious 
software while it is transmitted from one device to another. 

MATERIALS 

As seen in the figures, we have two modules. The first one is the module 
with Arduino and sensor connection. The second one is Arduino, which will 
be used as gateway. 

Figure 4 also has an Arduino module that allows us to receive data from 
the sensor. 
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Figure 4. Arduino and Dht11 Connection 

TEST RESULTS 

Before talking about the test results in this part of the project, we will 
talk about the AES algorithm. We will give some information about the use 
of the AES algorithm in the working mechanism of this study. 

The AES algorithm is a block cypher algorithm that encrypts 128-bit 
data blocks with 3 different key options, 128, 192 or 256-bit keys. The 
difference in key lengths makes the number of AES tour cycles differ. Since 
it is 128 bits, 10 rounds of processing are required. Since its length is 192 bits, 
12 tours of processing is required. Because it is 256 bits, 14 rounds of 
operation are required [15]. 

Each round contains 4 different steps. These are as follows: byte 
replacement, row shift, column shuffling, and addition with a rotary switch. 
The data entered after 10 rounds is obtained as encrypted. The AES algorithm 
takes the key and passes it through certain processes, creating as many keys 
as the number of transactions. This number is 10 for 128-bit length. 10 
different keys are created and the last key formed becomes the first key used 
to decrypt [16]. 

AES is a symmetric encryption algorithm, so the same key is used for 
both encryption and decryption. While deciphering the encrypted text, the 
operations performed while creating the encrypted text are applied in reverse. 
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The same key was used in encryption and decryption in the project as 
in Figure 5 and Figure 6. 

Figure 5. Code for the usage of the encryption key 

Figure 6. Code for the usage of the decryption key 

The Arduino’s own library was used to encrypt the sensor data. The 
received data turns into encrypted text with the key we set. But since the sensor 
data that is received is a numerical value, the type conversion was made. 

In the test part, we first load our code into our sensor module and 
continue to supply energy elsewhere by separating the module from the 
computer. Then we load the code into the module we will use as a gateway 
and provide the connection between the two Arduino devices. We ensure that 
encrypted data is sent to the gateway. 

In Figure 7, circuits have all connections were shown. 

Figure 7. Hardware 
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Figure 8. Transmit and Encrypted 

Since there are two Arduino devices working as a receiver and a 
transmitter in the project, it was provided communication between the 
Arduino. This communication was made as a wired connection. Then the data 
received was encrypted and sent to the other party. The code part and serial 
port screen that is used for the receiver and the encryption process shown in 
Figure 8. 

Figure 9 shows the encrypted version of the data received from the 
sensor. The code fragment in Figure 8 can be seen more clearly in Figure 10. 

In Figure 11, there are pieces of code for both transmit and receive, that 
is decryption. Using these codes and operations, data communication is 
carried out by encrypting with AES. In this way, communication security will 
be provided for the edge computing process. 
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Figure 9. Receive and Decrypted 

Figure 10. Arduino code for encryption 
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Figure 11. Receive and Decrypted 

CONCLUSION 

In this study, an edge computing system was established with two 
Arduino devices. One of the devices was used as a gateway. The other is used 
to collect the data obtained from the sensor. The collected data is encrypted 
with AES encryption algorithm to ensure secure communication of data. 
Encryption methods with 128-bit and 256-bit key lengths have been tried for 
the encryption process. The AES library on Arduino was used for encryption. 
With this study, the data was sent encrypted and the data was reconstructed 
by decrypting the other side. Different encryption methods and different 
security mechanisms may be tried in the future.. 
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INTRODUCTION 

Google Home is a device developed by Google that can be customized 
both with its own functions and with many devices connected via Wi-Fi. It 
offers an interface that is managed by voice commands and can be customized. 

Approximately 6 weeks after the release of Google Home devices, the 
logs kept on the devices were checked and it was determined that the device 
recorded the sounds as a log hacker can use these data to penetration attempts 
or fishing attacks. Researchers have found that smart speakers can be hacked 
with the help of laser-powered "light commands." Researchers suggest smart 
speaker makers can fix this vulnerability by adding a light shield around the 
microphone or using two different microphones on opposite sides to listen to 
voice commands. 

The project is to operate the IoT device with safe commands sent from 
google home. In the project, the main target is to connect to the cloud from 
the google home device via IFTTT, then to get the light effect by taking data 
from the cloud using the NodemCU IoT device and Blynk. 

NodemCU is a circuit board with high quality ESP8266 Wi-Fi module 
that can be programmed from Arduino IDE application and can communicate 
easily. It is aimed to provide cloud interaction by communicating with this 
device over the internet by making web transactions thanks to HTTP libraries. 
IFTTT (if this then that), If this happens, do it. It is an abbreviation of one of 
the simplest code phrases. This assign device to be triggered and the that 
assign action that works on device that is triggered. Webhooks service is a 
IFTTT service that connect to Blynk and IFTTT on Cloud Service. Webhooks 
is used to send requests to the URL we enter. Blynk server information and 
the TOKEN information used are entered as URLs and connection is provided 
and control is provided via IFTTT. In this URL, the pins on the device are 
entered and the controls of various pins are provided. Finally, my project is to 
identify vulnerabilities in communication on Blynk and IFTTT connections 
and to use these two components effectively in the safest possible way. 

RELATED WORKS 

The interaction of end-users with online IoT devices has been 
increasing for the last 10 years and with the increasing interactions, the usage 
of these IoT devices has started to be observed beyond the intended use. IoT 
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devices need lightweight and new security mechanisms like random number 
generators [1-3], authentication protocols [4,5] and privacy protected 
connection methods. IFTTT enables users to use their home assistant devices 
heterogeneously on multiple platforms with IoT via the internet connection 
tool. With the widespread use of this environment, users are satisfied with the 
increase in interaction and they started to load more work on their systems. 

In order to meet the increasing demand for products, studies on the field 
of security in a competitive environment have been quite incomplete. 
According to the researches carried out today, more than 50% of the 19323-
connection established over home assistant devices did not find any security 
factor. 

While the picture taken from the phone is in a private structure, the 
smart home device translates this picture information into a Public form. In 
the scenario described, the hacker sees the system vulnerabilities related to 
IFTTT, which enables the connection of the smart home device to the phone, 
and the Home Assistant will also make private content public and make 
confidential data accessible [6]. 

Security problems related to 45 smart home appliances and IoT devices 
connecting with them are discussed. It is determined that the most common 
vulnerability is users. Users endanger their own security by using Home 
Assistants with different levels of security for the same or similar jobs or IoT 
devices attached to them. In this research [7], which presents this vulnerability 
as the simplest and most effective solution, the use of multiple IoT and Home 
Assistant was shaped and the relational relationships were explained to the 
users. 

It is not very difficult to steal users' IFTTT accounts with various online 
attack methods. Attackers who will change the authorizations made through 
this IFTTT account on another device for their own malicious purposes can 
cause damage as much as cyber-attacks with increasing device interactions 
[6]. 

This framework [8], developed to prevent a bad interaction via IFTTT, 
inserts the MAC address of the device to which the user connects to the IoT 
device to a PUF at the beginning, and returns the output it receives as OTP, 
allowing access only from the devices authorized by the user at the beginning. 
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The most important prioritization on the market is always the cost of 
IoT devices and the platforms actually used. In costing-priority product 
planning, security is placed in the background. Extra cost or does not require 
any hardware. The answer that best meets these needs is the AES algorithm, 
which is also described in another research [9]. Offering both fast and secure 
service at once, AES also does not cause negative effects on IoT device 
performance [10]. 

Due to the lack of encryption in the transmission of data from IFTTT to 
IoT device of systems that are tried to be created with IFTTT account security 
and device connection methods seen in various studies, there are also 
vulnerabilities in leaking many data by logging them, so AES encrypt as an 
effective and cost effective method. With the method, both the data coming 
from IFTTT and Google Home Assistant is encrypted, and then the data is 
decoded without coming to the IoT device and secure transmission of the data 
[9]. 

Çepik et. al presented a study in 2020 about security vulnerabilities on 
the connection between Google Home and IoT device. They tested if this 
communication is vulnerable to an NTP attack [11]. 

PROPOSED WORK 

The 2 basic devices of the project are the Google Home Mini and 
NumedCU IoT device. The microphone section on the device must be active. 
Make AES decryption on NumedCU, AES library has been added to Arduino 
IDE. The necessary encryption functions can be realized with this library. 
Password and SSID are necessity to connect NumedCU via Blynk. SSID and 
password If the information is added directly into the post to provide a link, a 
security flaw occurs here. While connecting, this two information in the 
software pose security risks. The attacker can discover certain data on 
NodemCU by reverse engineering methods via EPPROM. 
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Figure 1. Representation of Possible System Vulnerabilities 

All data entered while communicating with Blynk in NodemCU is kept 
in EEPROM. It is seen in the research that it is possible to access the data in 
EEPROM physically via a USB [12]. The attacker, who accesses the data via 
USB, can easily access the internet information on which the device is used, 
since no hardware measures are taken. 

In another study to prevent EEPROM access in terms of hardware, by 
adding extra parts, the hardware vulnerability of the attackers was prevented 
but the software vulnerabilities could not be blocked [13]. 

The attackers' access to the information of the internet connection is a 
danger to all devices on that connection. To eliminate these risks, SSID and 
password will be added by encrypting with 128bit AES key in this study and 
this encrypted data will be provided by decryption while the connection is 
provided. 128Bit 16ASCII characters will be used for the key. 

Reverse engineering of Arduino memory has been handled in the study 
in which it is possible to access information in the software [14]. The key size 
of the AES algorithm has a direct effect on performance in various algorithm 
encounters. When high security is targeted, performance/security threshold 
has been seen in the examinations; AES is more successful in this rate [15]. 
After a secure connection is established, the command to turn on the bulb 
coming from the cloud will be realized. 
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TEST RESULTS 

The main goal of the project is to add the user-known internet 
information to the program in a previously encrypted form and to provide an 
encrypted internet connection. Communication with four devices and a 
common internet connection has been tested. 

Figure 2. Arduino IDE Serial Port Output 
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The commands set via IFTTT to the Google home device were given as 
HTTP request, and the connection with the IoT device was tested and the lamp 
was successfully controlled. Button on / off communication to Blynk port 0 
was transmitted in HTTP request format. 

On the security side of the application, Blynk internet connection has 
been tested to properly encrypt and decrypted data. As seen in the figure 
below, the software used on the IoT device processes the data properly. When 
performing the tests, the IV has been re-created while performing each 
encryption in 16 bytes. 

The connection made with the SSID and password of the user, which 
was previously encrypted, was successfully implemented. These devices, 
which generally communicate with the cloud, have become a necessity in 
order to provide sufficient trust. As mentioned in many studies like [16], 
NodemCU does not have sufficient security, so it is coded into additional 
security algorithms. 

CONCLUSION 

As a result, data in the NodemCU memory is not available in a 
meaningful way. All of important data are kept in encrypted form in memory 
and communication is provided in encrypted form. Even if the attacker has 
accessed to NodemCU via USB or software, the attacker will see data 
encrypted with AES, which he cannot make sense of. This prevents the device 
from being physically hijacked or the attacker from exploiting vulnerabilities. 

. 
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INTRODUCTION 

Today, the teacher abandons the role of a central figure, becomes a 
leader who guides the students through the learning process, enabling more 
learning styles, so that the student can move forward with his\her learning 
pace [1]. Students, on their part, use technology for communication, searching 
and finding information, expanding social experiences, and enjoying 
computer games on a daily basis [2]. The digital games (on their phones or 
computers) are played by students with a lot of energy and enthusiasm. This 
commitment is a challenge for the teacher - the learning process can be done 
through computer games. Students have transferable skills to share online 
research and access to many digital texts in a number of contexts. If digital 
literacy is encouraged throughout the teaching program, using positive 
language is necessary. By making such changes in the language teachers use, 
with the goal of becoming closer to their students’ language, the students 
themselves will feel closer to the teachers and will understand the learning 
material more easily [3]. Technology offers a wide range of opportunities for 
developing learning experiences across a wide range of topics. If digital 
literacy is promoted through the curriculum, a positive language is required. 
By changing the language that teachers use, in order to be closer to the 
students, then the students themselves will feel closer with the teachers and 
will easily overcome the material. 

RELATED WORKS 

Confidentiality should be able to ensure that the data is only available 
to authorized users during the process and that it is not interfered by 
unauthorized people. Privacy is the most important security item in IoT 
because many devices can be integrated into IoT. It should be ensured that 
data received with a measuring device does not provide secure information to 
neighbouring devices. To ensure this privacy, advanced techniques and others, 
including key management mechanisms, should be developed and used [2]. 

It is essential to use wireless data transmission and to encrypt the 
information transferred between the nodes in order to keep it confidential. The 
most appropriate encryption algorithms and adequate key management 
systems are required to secure this data [3]. 

Wireless sensor networks have a large number of trust-based intrusion 
detection systems (IDS) that are used to defend against attacks. However, the 
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effectiveness of IDS decreases in IoT due to the large amount of data produced 
in a short time. Meng et al. [4] proposed a Bayesian-based trust management 
method that incorporates traffic sampling into IDS under a hierarchical 
structure [5]. 

James King of Lulea University created an IoT network in his work in 
2015 within the local network. Arduino used it as a gateway and collected and 
encrypted data from different devices and sensors. The encryption algorithm 
used is the Advanced Encryption Standard (AES) with both 128-bit and 256-
bit key length [6].  Mahmudur Rahman, Bogdan Carbunar and Umut Topkara 
from Florida International University collects instant values from devices such 
as stopwatch, heart rhythm tracker and moisture meter used in fitness studies 
and transmits the IoT device to a web server remotely. In this study, FirstBeat 
is used as an encryption algorithm and Arduino Uno device is used as an IoT 
device. It also belongs to the IoT device from the webserver by taking the 
coordinate data, we can track the point we are at via GPS [6]. 

BACKGROUND 

With carefully selected concepts and accompanying pictures that create 
a pleasant and creative atmosphere, children learn more easily through various 
activities of games and tasks. The games often have a fantastic element that 
intrigue players and engage them in learning activities [4,5,6].  

But in order to apply games in teaching, more conditions need to be 
met. According to the UNESCO framework, teachers should use educational 
(serious computer games) in education, preferably in accordance with the 
application of the teaching experience [3]. Teachers should have the following 
competencies: 

• Using the Internet for online research;  
• Using tools for making text and spreadsheets, making 

presentations;  
• Using communication and collaboration tools such as emails, 

video conferencing and social networks;  
• Application of ICT sources for curriculum development;  
• Interest in continuing upgrading and improving the teaching 

content they teach and their teaching skills;  
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• Knowledge of the subject they teach to be appropriate for the
age of the students;

• Have managerial and organizational skills;
• Knowledge of strategies that will help the student to gain in-

depth knowledge such as:
o Learning Collaboration;
o Problem-based learning;
o Project-based learning;
o Activities based on project development;
o Games and simulations;
o Research experiments;
o Case study;
o Exercises;
o Mentoring;
o Evaluation.

What conditions should the school have in order to introduce 
educational games in teaching? The answer to this question divided in two 
parts: 

• Provided technical equipment in the classroom and
• Teachers have to have appropriate digital competencies.

The word "competence" means knowledge or expertise in a given area 
[7]. Accordingly, digital competence is the ability to track, analyse, evaluate, 
generate and transmit information in digital format. This applies to desktops, 
laptops, smartphones and similar devices. Regarding the discussion of this 
term, there are various attempts to define definitions that are in use, as well as 
a few related names for it, such as information, the Internet or media 
competence. A person who is digitally competent will have more interlinked 
skills: knowledge of the basic principles of computer hardware, computer 
networking skills, the ability to engage in online communities and social 
networks. By digitizing human knowledge and developing digital 
technologies (mass production of devices that have access to the Internet). We 
can conclude that a digitally literate person will have practical knowledge of 
hardware and software, but also different kind of knowledge that they did not 
have in the last century. Computer literacy is often considered today as the 
ability to use the computer programs for some less complex practical tasks or 



45 

the ability of individuals to effectively use the computer. Digital competence, 
or in other words, digital literacy, is considered to be as important today as 
reading and writing. Digital devices are starting to be used from an 
increasingly young age, but this does not help much young people to develop 
the skills they need for further personal and professional upgrading. Digital 
competence is far more than just accepting new technologies and using social 
media in order to create some content. 

Today, digital literacy is almost equally necessary to attain personal and 
professional ambitions. It allows seemingly complex tasks to be performed in 
a much simpler and more efficient way and with better results. It is necessary 
to focus attention on the way the students use devices in extracting knowledge. 

Digitalization and inroads have already led to major changes in our 
daily lives and our world in terms of information and work. However, these 
numerous changes have not yet become clearly visible and understandable to 
us. For this reason, it is particularly important to pay attention to large volumes 
of new information and to all innovations. To do this, it is necessary to have a 
sufficiently high level of digital competence. 

As far as the technical equipment of the schools is concerned, as a first 
requirement is that there is an Internet connection and at least one laboratory 
with a certain number of computers, preferably connected in a local network. 
Possession of additional tools and equipment can greatly enrich hours with 
certain activities. The LEGO Mindstorm EV3 Robot [8] and micro:bit tools 
[9] are used in practical case studies. 

THE CASE STUDY 

In order to conduct this evaluation, the evaluation framework for 
integration of digital games into education (MEDGE) was used [10], 
expanded with two new questions, thus MEDGE+.  

The following questions were answered by several professors at the 
“Jane Sandanski” High School: 

• Is the game easy to use? (EASY) 
• What is the educational goal of the game? (VAL)  
• Does the game adapt to educational goals? (ADT)  
• Pleasure / acceptance of the game by students? (QoE)  
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• What is the teacher's subjective opinion about the game? (SUB) 
• What is the motivation of students to adopt the material? (MOT) 

In order to achieve better motivation for the students when applying 
serious games, two questions were added, where the students were asked the 
following questions (MEDGE+): 

• Through the game, I will easily overcome the material (EL); 
• Through the game, my motivation for material adoption (MS) 

will increase. 
The following scale of responses was offered:  

I totally agree (5). I agree (4), I am neutral (3), I disagree (2), I 
completely disagree (1). 

Case Study 1 - LEGO 

A class in high school using a memory game (with the help of the LEGO 
Mindstorm EV3 Robot) [8].  

Teaching unit: One-dimensional arrays; 

Type of lesson: lecturing;  

In order to get the students interested as much as possible on this 
thematic unit, a memory game in Python was used through simulation of 
robotic games. Preparing for this guide: LEGO Mindstorm EV3 Robot is the 
tool used for this game. A robot with specific parts is built in the instructions 
for building the LEGO Mindstorm Education Core Set. The goal and the game 
is to build the main body for the robot (base unit) and the color sensor.  

Effects 

Computer Science (Python) - This lesson will help students understand 
the use of an array, from an abstract concept to a point where they actually 
understand how the color storage works in random order. Students will be 
introduced to the random functions used to generate colors.  

Exercise  

Create a program that will put random colors in sequence, and then the 
robot will repeat (express) the order of colors. The student must remember the 
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colors and show colors on the card to the robot sensor in the same order as 
given. In the end, the robot announces whether the study of time wins or not.  

Reflection  

Students learned how to store colors in arrays and to check if the 
generated colors are the same as shown in front of the sensor. They can also 
make different versions of this program by counting a score and saving other 
type of data. Based on a poll conducted after playing this game, the following 
results were obtained, given in the Fig1: 

 
Fig. 1. Review of robot responses, MEDGE+ 

Case Study 2 - KAHOOT 

Teaching unit: Basics in programming with C++ Type of lesson: 
Kahoot quiz to check the acquired knowledge on the topic Introduction to 
programming in C ++. 

Kahoot [11] is a formative learning tool that uses quizzing technology, 
discussions and surveys. The principle of work is basically a game in which 
the whole class participates in real time. For the preparation of this class, a 
quiz with 10 questions was developed, which examines the gained initial 
knowledge in programming in C ++, which is necessary to start programming 
the simplest tasks in C ++. 

Exercise 

Students get the link and join the game. 

Reflection 

The class with Kahoot was filled with excitement and euphoria like no 
previous one. The competitive spirit was at the highest level. After the quiz 
was conducted, questions that were incorrectly answered were discussed. The 
students asked after each teaching unit (or at least after completing a theme) 
to have a time dedicated to competing with the Kahoot Quiz. Based on the 
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conducted survey after playing this game, the following results were obtained, 
given in the Fig2: 

Fig 2. Review of Kahoot responces, MEDGE+ 

Case Study 3 - MICRO:BIT 

A class in high school using a micro:bit [9] to verify acquired 
knowledge of algorithms with a branched structure. 

Teaching unit: 

Algorithms and programming; 

Type of lesson: 

Algorithms and their representation. In order to hold this lesson, the 
OOU Sando Masev Strumica was visited, where, with the help of the British 
Council, the school owns 30 micro:bit devices [12]. At this class, the 
application of the algorithm with a branched structure was presented, realized 
practically with the micro:bit device. 

Exercise The acquired experiences were used for introduction into the 
branch structure. Other approaches were introduced to explain algorithms with 
a branch structure. The students were able to solve other examples.  

Reflection 

By using the micro:bit, the programming becomes clearer, closer and 
more attentive to the students. The survey by MEDGE+ has produced the table 
in Fig 3. 

Fig.3. Review of micro: bit responces, MEDGE+ 
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The evaluation methodology MEDGE+ produces the net presented in 
Fig.4. It gives graphical representation of the game/tool acceptance in the 
three case studies. 

Fig 4. Evaluation of the explored games with MEDGE+ 

DISCUSION 

In this part a discussion of the three case-studies is given. At the lesson 
of one-dimensional strings, the good sides were: greater interest and curiosity 
towards something new, resulting in increased interest in learning and interest 
in research through additional sources for the new concepts. The negative 
sides were that the use of robots in teaching requires additional costs, one 
robot is a not enough for a group of 24-30 students. Another point is the 
programming language - in order to use the robot in the teaching process, 
another programming language was needed, and not the one that is studied in 
the regular classes. The good sides in the realization of classes using the 
Kahoot quiz for repeating the material for the basics of programming were: 
initiating a competitive spirit, raising awareness of teamwork, getting quick 
results for the correct answers and showing greater interest in understanding 
the reasons of choosing the wrong answers. Also, all students answered the 
same questions at the same time and there was no fear of consequences if 
wrong answer was submitted.  

In the third case study, the algorithms for a branched structure with 
micro: bit was introduced. The positive side was this new approach to learning 
algorithms. It was more interesting to the students because of the visualization 
and the ease of use. One disadvantage of using micro:bit in high schools is 
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that following the curriculum, micro:bit can be applied only at the beginning 
of the programming courses because the latter material is more complex. 

CONCLUSION 

The introduction of games in IT teaching is a very positive experience 
[13,14,15], but of course, the realization of each of these serious games and 
tools has positive and negative aspects.  

In this paper, following the evaluation methodology [10], MEDGE+ 
was introduced that can give even more insight when choosing an appropriate 
educational game in the teaching process. We have explored three case 
studies, and used the MEDGE+ methodology to measure the acceptance of the 
given games and tools.  

The performed analysis was done over three different games: robot 
simulation, Kahoot and micro:bit coding. It showed that all three activities 
positively influenced the process of adopting new knowledge and knowledge 
testing, while the greatest satisfaction and motivation according MEDGE+ 
achieved the quiz Kahoot. The extension of the methodology [10] considered 
the inclusion of the student’s opinion, contributing to the teacher’s decision 
which games/tools should be chosen in the educational process. 

The use of games in teaching obviously has many advantages, and as a 
future work, more examples of games and tools will be evaluated using the 
information provided by MEDGE+. 
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INTRODUCTION 

Metropolitan cities are becoming more crowded and their 
transportation, telecommunication, electricity networks, and natural gas 
networks are becoming more complex day by day. Natural disasters are a 
reality and these big cities have to be ready for pre and post-disaster situations. 
Turkey is no exception. 

The number of natural disasters such as earthquakes and their 
destructiveness are expected to increase in the future. The most recent 
earthquake in Elazığ showed that disaster management practices and the tools 
to train staff for pre and post-disaster situation are not sufficient. The 
fundamental elements of post-disaster interventions were late and 
communication infrastructures collapsed. 

Digital twin technology can be used as a solution. Digital twin can be 
defined as the bridge between the physical and virtual world. The data 
received from physical assets are transferred to the digital twin. Digital twin 
technology can be used to build smarter buildings and infrastructures like 
transportation, telecommunication, electricity, and natural gas networks. Such 
a solution should be developed before any crisis to allow emergency staff to 
be trained to meet the surmountable challenges of a natural disasters, 
especially an earthquake. 

 In the next section, fundamentals of digital twin solution are explained. 
Related works are provided in the third section. The proposal of the system is 
explained in the fourth section followed by the implementation in section five. 
The results and conclusions are included in final section. 

FUNDAMENTALS 

Disaster Management 

Today’s technology is not yet sufficient in predicting when disasters 
will take place [1]. However, today’s technology is sufficient to supply means 
which enables us to take measures before and after the disaster to reduce 
catastrophic effects of any incident on human lives and property. Disaster 
management can be used for the following: 

• Prevent and reduce the impact of the disasters,
• Respond to the events in a timely, fast and effective manner.



55 

• Create a new and safer environment for the victims. 

Disaster management can be examined as pre and post disasters. In pre-
disaster, the following actions can be taken to reduce risk and harm. 

• Determining regions that exist on the fault line, 
• Informing and raising awareness of the society about disaster 

hazard and risk, 
• Improving disaster management capacity and capability,  
• Installation of IoT devices in the buildings and in the critical 

infrastructures such as transportation, telecommunication, 
electricity and natural gas networks.  

In a post-disaster situation, timely response by allocating resources to 
the most affected areas is one of the most critical aspects to reduce human 
suffering and number of casualties. In this context, gathering current 
information becomes the most crucial thing. Information/data about the 
affected areas can be gathered by using the IoT devices that are installed 
during the pre-disaster period. This data can be transferred to the rescue teams 
and could be used to allocate scarce resources to the most affected and areas 
to facilitate efficient relief operations. Drones, satellites, and similar devices 
could also be used to collect information on conditions of the disaster region. 
The data that is collected from these devices could be used in making 
decisions about the establishment of the following: 

• number and nature of rescue teams,  
• kind of equipment, 
• mode of transportation,  
• location of the relief camps. 

There is a need for a decision support system that combines all the 
collected data and helps in producing an insight into the disaster. 

Smart City and Smart Nation 

The migration of people to metropolitan cities for certain reasons makes 
management difficult in those regions. The population in cities in Europe was 
50 percent in 1950, now it is over 75 percent [2]. The urban population will 
be approximately 6.7 billion in 2050 [3]. As a result of this urbanization, 
systems generate big data. The smart city [4] concept is about collecting these 
data and using them in decision support systems. Technologies such as IoT, 
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AI (artificial intelligence), cloud computing [5], and blockchain [6] can be 
used. These all can be used to form a smart nation as shown in Fig. 1. 

 

Fig.1: Smart Nation Concept 

Digital Twin 

Digital twin technology is based on creating a virtual copy of an object, 
process, or human being in a virtual world. This virtual copy is kept current 
with continuous incoming data.  

The concept of digital twin is not new. This technology was used for 
the first time in the 1960s by NASA (National Aeronautics and Space 
Administration). NASA has created virtual duplicate systems for a space 
mission to test its equipment and estimate potential costs. The “digital twin” 
term was introduced in 2002 by NASA’s advisor Dr. Michael Grieves. It was 
also developed in the US Air Force and applied to the aircraft body models in 
2013. Digital twin technology has become one of the most promising 
technology trends with the widespread usage of IoT (Internet of things). 

Essential simulations and examinations to test a system, mechanism or 
a tool can be done easily with this technology reducing potential costs and 
manpower as well as avoiding harms to human life. The digital twin consists 
of three main concepts; physical assets, sensors, and virtual copy. The virtual 
copy displays the data from the IoT devices as 2D/3D or non-visual. Decision-
making process of humans or machines can become easier using this display. 

As open-source software has become more popular in the computer 
industry [7], it is also sensible to use a variety of these open-source protocols, 
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frameworks, and tools for digital twins and IoT. Eclipse Ditto, AllJoyn, and 
IoTivity frameworks can be used. Communication protocols that can be used 
are; MQTT (Message Queue Telemetry), AMQP (Advanced Message 
Queueing Protocol), COAP (Constrained Application Protocol), XMPP 
(Extensible Messaging and Present Protocol) [8] and RabbitMQ. 

Digital Twin Communication 

One of the most important features of humankind is the ability to 
communicate with each other. Life proceeds in a certain order with the help 
of this communication. Roads, buildings and infrastructures in the smart city 
which were created exist individually in the system. They can act by each 
other's feedback. 

The connectivity mostly occurs between IoT devices. The number of 
IoT connected devices increased by 285% since 2015 and the number of these 
devices is around 38.5 billion [9]. The sectors such as manufacturing, 
logistics, health, agriculture, and automotive use IIoT (Industrial Internet of 
Things) often. Disruptions, delays, and stoppages of jobs can cause substantial 
losses. Therefore, communication is an important component for the IIoT. In 
smart cities, the communication must not be interrupted between digital twins 
for the sustainability of management and life. 

The fourth period of the industry has begun (Industry 4.0) which is 
based on CPS (cyber-physical systems). CPS is a hybrid system that has a 
physical and virtual environment in communication with each other. In CPS 
everything is interconnected wirelessly. Smart factories, autonomous cars, 
quadcopters, etc. are substantial examples of CPS. 

Table 1. IoT Connectivity Types 

 

These devices are in constant communication with each other and also 
connected to the internet. There are lots of different ways to make these 
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connections such as RFID, ZigBee, WPAN, WSN, DSL, UMTS, GPRS, 
WiFi, WiMax, LAN, WAN, 3G, etc [10]. These types are given in Table 1. 

RELATED WORKS 

There are mainly touristic implementations in the smart city concept. 
Newcastle, Dubai, Qatar and Singapore started to form their digital twins. 
Qatar and Singapore have the aim to use digital twins in a touristic sense. In 
the three-dimensional virtual copy of the city, it also aimed for people to go 
on the streets and see touristic places [11].  

However, using digital twins for disaster management is rare. Digital 
twin technology is used for so many different projects and studies in the 
literature. [12-15]. For example, it is used for controlling floods in Newcastle 
by monitoring the amount of water on the roads [16].  

However, there is a lack of academic studies that can be used for better 
solutions and standardization. Only a recent study [17] addressed this idea and 
proposed a “disaster city” concept. Our study is an attempt to develop a proof 
of concept how to implement Digital Twin on a disaster management setting 
where further studies can be built upon. This prototype will address a variety 
of disaster (earthquake, storm, fire etc.) types and collect data from a variety 
of sources such as electricity, natural gas and communication infrastructures 
of the buildings are planned to be controlled.  

SYSTEM PROPOSAL 

The proposed system aims to develop essential measures for pre- and 
post-disaster environment by performing various simulations on a virtual 
copy. These measures include information on as buildings, transportation, 
telecommunication, natural gas and electricity networks. This system could 
also be used real-time to collect data following a disaster to decide how rescue 
operations are managed by understanding of the occupancy rate of critical 
facilities such as hospitals. 

Digital twin architecture is shown in Fig. 2. Sensors collect data from 
the physical world and sent it to the virtual environment which is stored in the 
cloud. Continuous flow of data is the most essential and crucial requirement 
of the system. This data can be collected from many sources such as IoT 
sensors, social media, data resources from government and municipality. This 
data will be stored in database systems on the cloud. 



59 

Fig. 2: Digital Twin Architecture 

There are two main actors of the system that are the staff at the disaster 
management centers and the rescue teams. Organizations can use this system 
from the rescue centers and the teams can use these data during the 
intervention. Also in the post-disaster scenario; buildings and rescue center 
information of the relevant streets can be checked by clicking on the icon of 
buildings and the rescue center. In the infrastructures section, electricity, 
water, and telecommunication facilities can be inspected. A timeline button is 
used in order to analyze the effects of the disaster on time. The system can be 
run in two modes: 

• Education mode: Based on the decision of the management staff, the
simulation is made and possible outcomes are reported.

• Estimating mode: Decision support system runs in several different
choices and tries to find the best decision for the best outcome.

The action diagram of the system is in Fig 3. Diagram consists of three 
components; server, IoT Devices, and UI (User Interface). When the user 
starts the system, the data can be received from realtime data or stored data. 
The system may have dynamic live data obtained instantly from the IoT 
devices. If not, previously-stored simulation data is loaded and relevant 
scenarios are run on this data. 
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Fig. 3: Action Diagram of the System 

Experimenting scenarios are given in detail in Fig. 4. This can be done 
in two ways. In manual (education) mode, choices are made by the trainee. 
Users’ preferences are taken and according to these preferences, appropriate 
scenarios are created. Otherwise, the decision support system creates different 
scenarios by itself and decides which result is most effective in these different 
scenarios. Also, the decision support system can make changes to the real IoT 
devices. At the end of the scenario, a report is presented which includes how 
many people survived, state of buildings, and infrastructures. Depending on 
these, the effectiveness of the scenario is analyzed. 
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Fig. 4: Action Diagram of Experimenting Scenarios 

Table 2. GUI Types 

 

The graphical user interface is also one of the issues to be considered. 
It can be examined under two main options: 3D or 2D. All of these approaches 
have important advantages and also limitations as well. Some of the strengths 
and weaknesses of each system are highlighted on Table 2. 3D modelling 
requires too much computational power and time. Since our sources are 
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limited, it also was not considered appropriate. Given all these situations, 2D 
model was chosen for the system. 

IMPLEMENTATION 

The implementation aims to educate the emergency centre staff. The 
system prototype for the education mode is made where an earthquake 
scenario was implemented. The event of a disaster will be simulated; the 
situation from the beginning of the earthquake in a timeline can be analyzed 
by users.  Post-earthquake infrastructure data can also be examined. Possible 
outcomes of the decisions will be reported accordingly. 

A prototype simulation is implemented as a proof of concept on an 
ordinary laptop with 8 GB RAM, 256 GB SSD,6 GB GTX 1050 Ti and an 
Intel i5-8300H 2.3 GHz CPU. 

The incoming and stored data must be visualized to make it more 
meaningful. MapBox is selected to create the map service [18]. Conditions of 
the buildings and the roads are marked by visualization elements. 

 
Fig. 5: Post-Disaster Prototype Interface 

The user enters the map service and reaches the necessary live pre-
disaster visualizations and analysis about buildings, rescue centres, and roads. 
The prototype interface is shown in Fig. 5. The user can switch to the map 
style containing the infrastructure information and analyzes the water, 
electricity, and communication infrastructures. This prototype interface is 
shown in Fig. 6. The environment is simulated with instant data. 
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Fig. 6: Post-Disaster Prototype Interface for Infrastructures 

The simulation environment is used to show the status of the buildings, 
infrastructures (such as communication, power, electricity, water and natural 
gas) and the roads in a timeline after the disaster. The most appropriate 
directions/paths for the rescue teams are given by the decision support system. 
The system recommends the following:  

• Number and type of rescue teams according to the civilization density
and the status of the buildings.

• The best live-saving scenario(s) with the most appropriate paths from
the best available rescue centre to the wreck.

Simulation provides the users several options with potential success 
rates. When a decision is chosen, the outcome is also shown in the simulation. 
Then a rescue team vehicle departs from the rescue centre and goes from the 
shortest and safest way to save the people. The outcomes of this decision is 
presented to the user. 

A system that uses artificial intelligence algorithms such as Breadth-
First Search (BFS) [19] and Uniform-Cost Search (UCS) [20] is being 
developed. This will help in recommending the best options which will help 
rescue teams to identify better alternative to save lives.  

Social media such as Twitter is an important communication channel in 
times of emergency. The iniquitousness of smartphones enables people to 
announce an emergency in real-time. Because of this feature, more agencies 
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(i.e. disaster relief organizations and news agencies) are interested in 
programmatically monitoring Twitter. It’s not always clear whether a person’s 
words are announcing a disaster. An NLP (Natural Language Processing) 
model [21] which detects whether the tweets are fake or not was developed. 
Transfer learning, particularly models like Allen AI's ELMO, OpenAI's Open-
GPT, and Google's BERT [22] is being used to smash multiple benchmarks 
with minimal task-specific fine-tuning. These are also providing the rest of the 
NLP community with pre-trained models that could easily (with less data and 
less compute time) be fine-tuned and implemented to produce state of the art 
results. Hence, in this project, it is decided to use Google’s pre-trained BERT 
model. 

Google’s pre-trained BERT model is preferred in this project. The 
dataset used for training the model consists of two components. The first is 
the text of the tweet. The other is the estimation of whether the tweet is about 
a real disaster (1) or not (0). This dataset was produced using a CSV file 
obtained from Kaggle [23]. This file contains information; a unique identifier 
for each tweet, the location the tweet was sent from, and a particular keyword 
from the tweet. This dataset contains 7613 tweet texts. The size of the dataset 
is relatively small compared to modern deep learning models. Hence, the data 
was split into an approximately 80:10:10 ratio for the training set, 
development set, and test set respectively. This breaks up of 6091 training 
examples, 1522 validation examples, 1522 test examples. Binary cross-
entropy is chosen as a loss function of this model. AdamW is chosen for 
optimizer of the model, because it optimizes the learning rate used in gradient 
descent. 

RESULTS 

The results of the simulation as part of our first experiments are 
promising. The simulation covered a small area, therefore the amount of data 
was limited. Building and infrastructure data was entered manually to the 
database. The "Earthquake Activity in Istanbul in the Last Year" dataset [24] 
from IBB open data was used. However, for a digital twin; the data must be 
provided dynamically from social media and IoT sensors. The system will be 
better when such an environment is provided. Using live data is to be 
implemented in a future study. Moreover, also the NLP model result were 
promising. The dataset was pretty simple and small which is not good for 
BERT model. It is trained just 4 epochs. After training section, accuracy on 
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test data is about 67% that is not considered as. Increasing the size of dataset 
and making necessary optimizations for better performance of model is 
considered as a future study. 

CONCLUSION 

Natural and manmade disasters are an inevitable part of our daily lives 
and governments, institutions, local authorities and individuals must be 
prepared for such an event. The necessary measures before the disasters are 
key to reduce the damage on property and the number casualties. “Earthquakes 
don't kill people, buildings do” expression should not be forgotten. 

Disaster management is an important issue to be addressed and digital 
twin technology can make it easier for us. The concept is still new for many 
countries, but it is expected to become mainstream within the next five to ten 
years. Simulations in the virtual copy can help us to learn and prepare the 
necessary precautions. After the disaster, even seconds are important for 
saving lives. It is pretty crucial to intervene immediately. Digital twins can 
also help us with this issue. 

Test results are promising and simulation scope is planned to be 
extended. The simulation results are to be used to have the idea of taking 
necessary precautions on housing, transportation, telecommunication, natural 
gas, and electricity networks. The real-time data after a disaster is planned to 
be used on deciding how rescue operations to be carried out, figuring out the 
fullness/sturdiness ratio of the mission-critical buildings like hospitals. 

Future works will include running this whole system in the cloud, as the 
amount of data from sensors and social media will increase gradually. These 
sensors will be placed on the buildings and infrastructures like electricity, 
transportation, telecommunication, and natural gas. This study will be 
extended to the city level and a central intelligence in which all regions facing 
the risk of earthquakes will be considered. 
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